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Disclaimer

This report was developed and produced by the Voluntary Information-sharing System Working
Group (VIS WG or Committee). The VIS WG was established under Section 10 of the
Protecting our Infrastructure of Pipelines and Enhancing Safety Act of 2016 (Public Law 114-
183), to provide recommendations to the Secretary of Transportation on the development of a
voluntary information-sharing system to encourage collaborative efforts to improve inspection
information feedback and information sharing with the purpose of improving gas transmission
and hazardous liquid pipeline facility integrity risk analysis.

The U.S. Department of Transportation (the “Department) established the VIS WG in December
2016 in accordance with the provisions of the Federal Advisory Committee Act (FACA), as
amended, 5 U.S.C. App. 2. FACA helps ensure the independent nature of the body and requires
that the Department not exercise influence over the advice and recommendations in its report.
Consistent with this provision, neither this report, nor the final recommendations it contains,
have been cleared or approved by the Secretary of Transportation, the Department, or the
Pipeline and Hazardous Materials Safety Administration (PHMSA), and, as such, the views
expressed in this report should not be regarded as those of the Secretary, the Department, or
PHMSA. The report represents the collaborative work and VIS WG final recommendations.
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Executive Summary

A pipeline safety voluntary information sharing-system is a safety management system (SMS)
that relies on voluntary sharing of information related to real-time or near real-time factors used
in assessing pipeline integrity and risk, including (but not limited to): historic pipeline integrity
data from pipeline operators and safety inspectors; incident/accident investigations and reports;
in-line inspection (ILI) data; direct assessment data (ECDA, ICDA, SCCDA); hydrostatic testing
data; non-destructive examination (NDE) data; leak detection data; location and marking data;
geohazard identification data; near miss data; and human performance data.

The report recommends ways to develop this voluntary information-sharing system that
encourages a collaborative effort between pipeline operators, industry stakeholders, and third-
party data management teams. In addition, the report recommends processes and best practices
with regards to communicating safety data and risks not only between industry stakeholders but
also with and between the public, labor, and environmental stakeholders. One of the guiding
principles behind the report is that transparency is just as important as collaboration to fostering
an environment of information sharing and exchange. By de-identifying the data, establishing a
secure system and best practices to protect proprietary and security-sensitive data, and
encouraging full pipeline industry participation, only the most relevant information to analyzing
overall pipeline safety will remain in the system and a safe process can be created for genuine
and timely reporting and feedback. With this voluntary shared system, we have an opportunity to
encourage continual improvement in the exchange of pipeline safety information, the research
and development of pipeline inspection technologies, and improved risk analysis of gas
transmission, gas distribution, and hazardous liquid pipelines and facilities, leading to a safer
overall environment.

Collectively, the VIS Working Group recommends:
Add when finalized.....

Next steps....
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Key Terms, Acronyms, Definitions

U.S. DOT (U.S. Department of Transportation)

A federal cabinet department under the U.S. Government responsible for matters of
transportation and governed by the U.S. Secretary of Transportation.

Stakeholder

A party that has an interest in PHMSA and can either affect or be affected by its pipeline safety
regulations, policy, and applicable pipeline safety mandates/laws. The primary stakeholders are
Congress; federal, state, local, and tribal governments; industry associations and service
providers; pipeline operators and owners; safety advocates and non-government organizations;
and, public representatives and the public.

VIS WG: Voluntary Information-sharing System Working Group

A Federal Advisory Committee established to fulfill Section 10 of the Protecting our
Infrastructure of Pipelines and Enhancing Safety (PIPES) Act of 2016 The VIS WG will provide
the Secretary of Transportation with independent recommendations on the development of a
voluntary information-sharing system.

FASB: Financial Accounting Standards Board

The board responsible for establishing and improving financial accounting and reporting
standards for public and private companies, nonprofit organizations, and state and local
governments in the United States.

FASB: Financial Accounting Standards Board

A private, nonprofit organization standard setting body whose primary purpose is to establish
and improve financial accounting and reporting standards, to include the U.S. Generally
Accepted Accounting Principles (GAAP).

FAF: Financial Accounting Foundation

An independent, private-sector, nonprofit organization responsible for the oversight,
administration, financing, and appointment of the Financial Accounting Standards Board (FASB)
and the Governmental Accounting Standards Board (GASB).

Section 10 of Public Law 114-183 (Information-sharing System)

Not later than 180 days after the date of the enactment of this Act, the Secretary of
Transportation shall convene a working group to consider the development of a voluntary
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information-sharing system to encourage collaborative efforts to improve inspection information
feedback and information sharing with the purpose of improving gas transmission and hazardous
liquid pipeline facility integrity risk analysis. The Secretary shall publish the recommendations
provided under subsection (c) on a publicly available

CGA: Common Ground Alliance

A non-profit organization dedicated to promoting shared responsibility in damage prevention.
Representing individuals from 15 stakeholder groups and over 150 member organizations, the
CGA works cooperatively with all interested stakeholders to identify and implement effective
measures to protect the underground infrastructure during excavation activity.

Dig Verification Data

Validation measurement, as defined in APl Recommended Practice 1163, which is the collection
of information “in the ditch” during a dig, or an above ground anomaly from an anomaly
identified for investigation and compared to the results of an in-line-inspection result.

DIRT: Damage Information Reporting Tool

A secure online database that allows damage prevention stakeholders to anonymously submit
information about underground damages and near-misses incidents that determines root causes,
promotes underground damage prevention education and training efforts, and creates an
industry-wide picture of opportunities to improve safety. One call centers, facility owners,
municipalities and government regulatory entities are among those who voluntarily submit data
to DIRT.

FACA: Federal Advisory Committee Act

An act that ensures that all advice given by the various advisory committees formed over the
years is objective and accessible to the public. It provides a process for establishing, operating,
overseeing, and terminating these advisory bodies.

PHMSA: Pipeline and Hazardous Materials Safety Administration

A Federal agency under the U.S. Department of Transportation. It oversees the nation’s pipeline
infrastructure and develops and enforces regulations for the safe, reliable, and environmentally
sound operation of pipeline transportation. It is responsible for daily shipments of hazardous
materials by land, sea, and air.

Form 8-K: [Add formal name of form] | Commented [Lynch, Kal]: Is this important enough to
list under this section?

A report of unscheduled material events or corporate changes at a company that could be of
importance to the shareholders or the Securities and Exchange Commission (SEC). It also
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notifies the public of events reported including acquisition, bankruptcy, resignation of directors
or a change in the fiscal year.

PCAOB: Public Company Accounting Oversight Board

A private-sector, nonprofit corporation established by Congress to oversee the audits of public
companies to protect investors and the public interest by promoting informative, accurate, and
independent audit reports. It also oversees the audits of brokers and dealers, including
compliance reports filed pursuant to federal securities laws, to promote investor protection.

XBRL: eXtensible Business Reporting Language

An XML (eXtensible Markup Language) standard for tagging business and financial reports to
increase the transparency and accessibility of business information by using a uniform format.

GAAP: Generally Accepted Accounting Principles

A collection of commonly-followed accounting rules and standards for financial reporting, set to
ensure that financial reporting is transparent and consistent from one organization to another.

SEC: Securities and Exchange Commission

A group that protects investors, maintains fair, orderly, and efficient markets, and facilitates
capital formation, to promote a market environment that is worthy of the public's trust.

EDGAR: Electronic Data Gathering, Analysis, and Retrieval

A system of filings by corporations, funds, and individuals. It is intended to benefit electronic
filers, enhance the speed and efficiency of Securities and Exchange Commission (SEC)
processing, and make corporate and financial information available to investors, the financial
community and others in a matter of minutes.

Securities Exchange Act of 1934

With this Act, Congress created the Securities and Exchange Commission (SEC). It empowers
the SEC with broad authority over all aspects of the securities industry.

KPI: Key Performance Indicator

A measurable value that demonstrates how effectively a company is achieving key business
objectives. High-level KPIs may focus on the overall performance of the enterprise, while low-
level KPIs may focus on processes in departments such as sales, marketing or a call center.

MD&A: Management Discussion and Analysis

Draft- Predecisional 11 | Page



The section of a company's annual report in which management provides an overview of the
previous year’s operations and how the company performed financially.

Form 10-Q: [Add formal name of form] Commented [Lynch, Ka2]: Is this important enough to
list under this section?

A Securities and Exchange Commission form that serves as comprehensive report of a
company's performance that must be submitted quarterly by all public companies to the SEC.

FR: Federal Register

The official journal of the U.S. Federal Government_that contains rules, proposed rules, and
public notices of Federal agencies and organizations, as well as executive orders and other
presidential documents.

COS: Committee for Offshore Safety

An industry sponsored group focused exclusively on offshore safety on the U.S. Outer
Continental Shelf (OCS) that is responsible for developing of good practices for of shore
industry in safety management systems, industry continuous improvement, outreach and
facilitation with government and external stakeholder.

NAPSR: National Association of Pipeline Safety Representatives

A non-profit organization of state pipeline safety regulatory personnel who serve to promote
pipeline safety in the United States and its territories. NAPSR members support the safe delivery
of pipeline products by conducting inspections of pipeline operators to determine compliance
with applicable state and federal pipeline safety requirements under a certification agreement.

PIPES Act: Pipelines and Enhancing Safety Act of 2016

Congressional mandate that strengthens PHMSA’s safety authority and includes many provisions
that will help PHMSA fulfill its mission of protecting people and the environment by advancing
the safe transportation of energy and other hazardous materials.

SMS: Safety Management System

A formal, top-down, organization-wide approach to managing safety risk and assuring the
effectiveness of safety risk controls. It includes systematic procedures, practices, and policies for
the management of safety risk.

API: American Petroleum Institute Commented [Simona Pe3]: Remove line

APl is the largest U.S. trade association for the oil and natural gas industry and is the only
national trade association representing all facets of the natural gas and oil industry. Membership
includes large integrated companies, as well as exploration and production, refining, marketing,
pipeline, and marine businesses, and service and supply firms. API’s mission is to promote
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safety across the industry globally and to influence public policy in support of a strong, viable

U.S. oil and natural gas industry.
API RP: Recommended Practice

API documents that communicate recognized industry practices that may include both
mandatory and nonmandatory requirements.

SME: subject matter expert
ILI: In-Line Inspection

Typically refers to the tool but can also refer to the process of in-line assessment.

ITD: In the ditch

Methods used by technical personnel to examine anomalies on pipe.

HUB:

A group of people or community of practice who are authorized to work with ‘identified’ data

submitted by VIS participants.

TO BE ADDED:
PRCI

ASIAS

NDE

AGA

INGAA

GTI

NTSB

NIST

POD & POI

FIPS 199
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POF
RCFA
NPMS
ASME
DA
HT
ASAP
FOQA
FRA
IMP
SGA
VIS:

FAA:

R&D:
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Background & Introduction

Congressional Mandate

The Voluntary Information-sharing System Working Group (VIS WG or Committee) is an
advisory committee that was mandated under Section 10 of the Protecting our Infrastructure of
Pipelines and Enhancing Safety Act of 2016 (Public Law 114-183), to provide recommendations
to the Secretary of Transportation on the development of a voluntary information-sharing system
to encourage collaborative efforts to improve inspection information feedback and information
sharing with the purpose of improving gas transmission and hazardous liquid pipeline facility
integrity risk analysis.

The U.S. Department of Transportation (U.S. DOT) established the Committee in December
2016. The Committee is comprised of 23 members appointed by the Secretary of Transportation
for a term of 3-years, and includes: representatives from PHMSA,; industry stakeholders,
including operators of pipeline facilities, inspection technology, coating, and cathodic protection
vendors, pipeline inspection organizations; safety advocacy groups,; research institutions; state
public utility commissions and state officials responsible for pipeline safety oversight; state
pipeline safety inspectors; labor representatives; and, other entities as determined appropriate by
the Secretary.

The Committee was tasked with considering and providing recommendations to the Secretary by
December 2018 on:

a. The need for, and the identification of, a system to ensure that dig verification data are
shared with operators to the extent consistent with the need to maintain
proprietary and security-sensitive data in a confidential manner to improve pipeline
safety and inspection technology;

b. Ways to encourage the exchange of [iClfCANSPecHONMNTOIMAtion and the development
of advanced pipeline inspection technologies and enhanced risk analysis;

c. Opportunities to share data, including dig verification data between operators of Filjeliig
& and in-line inspector vendors to expand knowledge of the advantages and

disadvantages of the different types of in-line inspection technology and methodologies;

d. Options to create a secure system that protects proprietary data while encouraging the
exchange of pipeline inspection information and the development of advanced pipeline
inspection technologies and enhanced risk analysis;

e. Means and best practices for the protection of safety and security-sensitive information
and proprietary information; and,

f. Regulatory, funding, and legal barriers to sharing the information described in paragraphs
(a) through (d).

Details of the VIS WG Charter, Bylaws, and Establishment can be found in Appendices xx-Xx.
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Overview

To address the task, the Committee established seven subcommittees to consider different
aspects of the tasks within the jurisdiction of the Committee and to complete the write-up of the
final recommendation report. The subcommittees include: (1) Mission and Objectives
(Governance); (2) Process Sharing; (3) Competency, Awareness, and Training (formerly
Training and Qualifications); (4) Technology and R&D:; (5) Best Practices; (6) Regulatory,
Funding, and L egal; and, (7) Reporting.

Critical Industry Challenges

The Nation’s network of more than 2.7 million miles of pipeline is largely regulated by the U.S.
Department of Transportation’s (U.S. DOT) Pipeline and Hazardous Materials Safety
Administration (PHMSA) and state entities. Information sharing is essential to the protection of
this critical infrastructure and to further advance national pipeline safety. A voluntary
information-sharing system that encourages collaborative efforts and the exchange of pipeline
inspection information can bridge this gap and improve integrity risk analysis for gas
transmission and hazardous liquid pipelines, as well as gas distribution pipelines, and help ensure
their safe maintenance and operation.

In the development of a voluntary information sharing system the critical safety challenges can
be separated into four distinct types, as follows:

1) Legal Challenges to Data and Information Sharing.
a. Legal repercussions that may arise out of information sharing as they relate to
antitrust rules.
b. Legal issues that may arise during identification of potential safety issues through
information sharing with DOT that could lead to legal jeopardy for participants.

2) Organizational and Governance Challenges.

a. IfaVISis non-governmental who could afford to participate and how would it be
managed.

b. Requires a complex data management and IT system (such as the one used by the
FAA for ASIAS) and it is not clear which one would be used or how that would be
decided.

c. Participants expressed a desire to use the information sharing environment to
benchmark in-line-inspection providers of service; this would create a very different
type of information sharing system.

d. As technology develops with much faster pace, key is clarity of objectives so that
proper information technology is employed effectively and efficiently.

3) Relationship/Trust Challenges.
a. Trust among industry participants and competition between industry vendors.
b. Organizational environment needs to be constructed in such way that allows for the
members to share information. Given this highly competitive industry, would it be
possible for the members to develop trust?
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4) Cost Challenges.
a. Ownership of the system and costs; information sharing hub, management of data and
distribution of results.
b. Technology development costs and the need to acquire or adapt data sharing
technology used previously by the FAA.

The Need for an Information Sharing System

These critical safety challenges stem from current ad-hoc or limited information sharing and
exchange among pipeline industry stakeholders, whether related to data inputs, risk analyses,
lessons learned, training, or research and design. There is no existing industry-wide culture of
consistent data sharing and trust. Additionally, public, environmental, and labor stakeholders are
increasingly alarmed by what they perceive as a lack of transparency with regards to pipeline
safety information. Building a reliable voluntary information sharing system that is managed
using secure protocols and a state-of-the-art information technology process would allow for the
collection, de-identification, analysis, archiving, and dissemination of risk information based on
historic, real-time, or near real-time factors for assessing pipeline integrity. Such a system and
process would greatly improve the overall safety of pipeline infrastructure in the United States.

An effective information sharing system is critical to ensure the integrity, reliability, and safety
of our pipeline infrastructure and to bridge the gap between XX to advance pipeline safety. It is
equally important for the pro-active identification of safety issues, risk analysis, communication
of risk within and outside of the pipeline industry, and approaching safety in a business-like
manner. Such an information-rich Safety Management System (SMS) will contribute to finding
ways to detect problems before they become accidents or incidents. Shared information can
produce actionable items and offer opportunities for continual learning and improvements.

Alignment with Safety Management System (SMS)

An SMS is a comprehensive management system designed to manage safety elements in a
workplace. It includes policy, objectives, plans, procedures, organization, responsibilities and
other measures that encourage information sharing and promote better safety practices across the
industry to achieve the best possible safety outcomes. SMS is used in industries that manage
significant safety risks, including aviation, petroleum, chemical, electricity generation, nuclear,
and others.

SMS also includes a comprehensive look at everything that an operator does and ties every
action to a process that is connected to a safety outcome. The essential components for a
successful SMS system are data analysis and sharing. SMS is useful for investing in predictive
analysis capabilities, improving integrity verification procedures and utilizing data to stay ahead
of technical developments that could pose new and unforeseen safety risks. This approach is in
alignment with how the VIS WG has approached developing the report and recommendations. A
commitment to SMS will assist pipeline operators in managing the multiple facets of pipeline
safety, fundamentally changing the day-to-day operations by incorporating a focus on safety into

Draft- Predecisional 17 | Page



absolutely every single aspect of a pipeline management system. Throughout the report,
alignment of each recommendation with API’s RP 1173 on SMS is noted where appropriate.

VIS/SMS Alignment

» Aligns well with Pipeline Safety Management System practices
*  American Petroleum Institute’s Recommended Practice 1173
» Focuses on improving pipeline safety through:

» Exchanging relevant pipeline safety information

» Sharing of lessons learned

» Leveraging best practices

» Engaging with stakeholders

» Fostering continuous improvement

Strategic Mission Statement

The VIS WG mission statement is: to provide the Secretary of Transportation with independent
advice and recommendations on the development of a secure, voluntary pipeline information-
sharing system(s) (VIS) that encourages collection and analysis of integrity inspection and risk
assessment information and other appropriate data to improve pipeline safety for gas
transmission, gas distribution, and hazardous liquid pipelines in a measurable way.

The overarching goal of the development of the VIS is to provide a collaborative environment
that is proactive in nature, facilitates continuing safety improvements and technological
advancements, and leads the industry to actionable outcomes.

The objective of this report is to develop recommendations that will lead to the development of a
voluntary information sharing system that will be a repository for and a source of pipeline
integrity information that individual operators will consistently use to proactively eliminate
pipeline risk. Considering the challenges facing the pipeline industry, it is also essential that the
processes of governance, security and confidentiality, stakeholder participation, regulatory
environment, and funding be addressed to ensure the system is successful. The scope of this
report is governed by PHMSA’s jurisdictional framework. The system/process will provide a
tiered approach to information sharing.

Guiding Principles
The Strategic Mission, Goals, and Objectives of the PHMSA VIS WG were approved on

. They provide initial framing on how a pipeline safety VIS program might be
governed, who might use it, what data sharing processes might be used, how proprietary
information can be protected to ensure industry buy-in, and possible funding mechanisms. This
document is issued exclusively as a recommendation and is not indicative of current PHMSA
regulations. This document is U.S. Department of Transportation property and is to be used in
conjunction with official PHMSA duties. As PHMSA continues to develop, examine, and revise
the VIS policies and procedures, the goals, objectives, and recommendations may be modified
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and the scope may be broadened or narrowed; however it is intended that the underlying mission
of developing a secure, voluntary pipeline information-sharing system(s) that encourages
collection and analysis of integrity inspection and risk assessment information and other
appropriate data to improve pipeline safety in a measurable way should remain consistent. In
addition, the VIS WG recommends that the following guiding principles be used in leading
future implementation of these recommendations:

1. Submission of safety sensitive data to the VIS is always voluntary

2. Transparency is paramount in how data are managed and utilized

3. Analysis and issues addressed are approved by a governing VIS Executive Board
4. Procedures and policies of VIS are based on collaborative governance

5. Operator and vendor date are de-identified

6. Data and analysis is used solely for advancement of safety

Scope and Audience

The scope of this report is specific to gas transmission, gas distribution, and hazardous liquids
pipelines that are in operation within the United States. This report does not address gathering
pipelines or the siting, permitting, and inspection of new gas or hazardous liquids pipelines

The audience for the report is narrowly the Secretary of Transportation and DOT staff, and more
broadly, anyone interested in safety, governance, and technology related to the gas and
hazardous liquids pipeline industry, including pipeline operators, pipeline inspection
organizations, inspection technology vendors, public safety advocacy groups, university research
institutions, tribal governments, state public utility commissions, state pipeline safety inspectors,
labor representatives, worker health and safety advocacy groups, environmental advocacy
groups, and others.

Methodology

The VIS WG Recommendation Report was drafted with the goal of providing recommendations
and advice for the establishment of a voluntary information-sharing system and process that will
allow efficient risk analysis to minimize near misses, pipeline malfunction, incidents and
accidents of varying levels of seriousness.

The Committee developed an outline and milestone plan, formed subcommittees, developed task
statements, invited SMEs to present and join subcommittees.

The subcommittees focused on a wide variety of issues: evaluation of existing safety procedures;
the best and most effective ways of sharing data and information through active participation of
stakeholders; building secured system(s) architecture that contribute to continuous improvement
of technologies and methodologies; identification and validity of information that is subject to
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sharing among various stakeholders. All tasks were deliberated internally within the
subcommittees and extensively during the VIS Parent Committee regular meetings.

To identify recommendations for the development of a voluntary information-sharing system, the
VIS WG examined the pipeline safety regulations; analyzed data on pipelines regulated by
PHMSA to understand the types of pipeline data currently collected; compared and analyzed
accident, injury, fatality, and other trends; met with industry experts on voluntary information-
sharing systems; and, analyzed safety practices. The evidence obtained provides a reasonable
basis for the final recommendations.

Over the course of XX public meetings and XX subcommittee meetings, the Committee and
subcommittees gathered information, performed research, and collaborated with pipeline and
technical experts. The Committee deliberated and achieved consensus on the recommendations
that are provided in this Report and submitted to the Secretary for consideration.
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Recommendations

Governance Structure
A subcommittee was formed to define the overall mission, objectives, and governance of the
VIS.

Task Statement:

Recommendation G-1: Governing Principles

Structure(s)
Recommendation G-2: Federal Involvement

Recommendation G-3: Executive Board
Recommendation G-4: Issue Analysis Teams

Recommendation G-5: Third Party Data Provider

Data Sharing and Information Dissemination
Recommendation G-6: Information Dissemination and Board Selection

The VIS should establish a tiered Information Sharing System. The Information Sharing System
should consist of tiers of information dissemination, transparency and confidentiality. One
example might be as follows:

® Tier 1, unlimited access to all data. This level of access would require Non-Disclosure
Agreements (NDA) for all individuals with this access and would be limited to the Third-
party Provider.

® Tier 2, access to all data, except the name of the reporting company and geographical
data, to the extent that it was not a direct contributor to the incident. This level of access
would require NDAs for all individuals with this access and would be limited to the
members of the issue analysis teams.

® Tier 3, access to all reports and data issued by the VIS. Operators would sign an
agreement with VIS pledging not to disseminate this data. This level of access would be
limited to the participant Operators who volunteer to share their data through the VIS
process.
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® Tier 4, access to select reports and data issued by the VIS (this data would consist of
critical notices of specific individual risks, facility failures, or summaries of risks that
constitute a potential threat to pipeline safety). This level of access would be limited to
all industry Operators.

® Tier 5, any publicly disclosed information released by the Executive Board.
Recommendation G-7: Confidentiality

® Confidentiality policies should include issues of redaction, security, and data and
information dissemination.

® Confidentiality policies would also be included in contracts between participants and the
third-party data provider.

® [ndividuals performing work in this environment would be required to sign NDAS in
accordance with the policies established by the Executive Board to include Executive
Board members.

Process Sharing
A subcommittee was formed to define the processes for sharing information. The subcommittee
began work by defining a task statement:

In the spirit of improving pipeline safety and technology development, this subcommittee will
produce a recommendation to the VIS working group for identification and improvement of the
types of information and data shared among key stakeholders. Examples of stakeholders may
include; congress, state and federal regulators, industry associations and service providers,
hazardous liquids and gas transmission operators, gas distribution operators, public
representatives and the public. This will be accomplished through subcommittee deliberation,
coordination with other subcommittees, consultations with outside experts, and synthesis of
information collected during the subcommittee deliberation period. This includes (but is not
limited to) Root Cause Analyses, “Good Catches”— Close Calls (near misses), Safety
Management Systems Lessons Learned, Mitigative Measures and Pipeline Assessment Processes
and Data.

Need for an Information Sharing System - see Background/Introduction narrative sections,
p. 15

Types of Information and Data to be Shared and Purpose(s)

The subcommittee defined the types of information and data to be shared from presentations by
SMS experts to the Parent Committee and discussions with the full committee and based on
existing pipeline SMS (API RP 1173). These include:
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Learnings from reportable incidents and accidents?, and near misses (PSMS — 9)
2. Learnings from routine use of integrity assessment technology (ILI, DA, HT, Other
Technology) (PSMS —9)
a. Lessons Learned — descriptive of rule-based take-aways
b. Discrete Integrity Assessment and Excavation Data
3. Learnings about specific risks (SMS — 6)
4. Sharing Information and Learnings with our public stakeholders (SMS — 2)

The subcommittee invited in experts from other applications where information sharing is an
established practice. These included:

e Federal Aviation Administration — Aviation Safety Information Analysis and Sharing
(ASIAS), Federal Aviation Administration, Warren Randolph, Director, Aviation Safety
Analytical Services

e Auviation Safety Action Program (ASAP) and Safety Management Systems, John
DelLeeuw, American Airlines and Vickie Toman, SMS Manager (AA)

e API RP 1163, In-line Inspection Systems, Drew Hevle, Kinder Morgan

e Information Collection Presentation, Dr. Rolf Schmitt Bureau of Transportation Statistics
Deputy Director

e Confidential Close Call Reporting System (C3RS), Brian Reilly Federal Railroad
Administration Human Performance Program Specialist

e Common Ground Alliance Voluntary Reporting (DIRT) Erika Lee, VP, Programs &
Administration

e National Transportation Safety Board Presentation Robert Hall, Director, Office of
Railroad, Pipeline and Hazardous Materials Investigations

e Pipeline Research Council International Presentation, Cliff Johnson, President and Walter
Kresig, Vice President, Asset Integrity, Enbridge Liquid Pipelines

e Center for Offshore Safety

Subcommittee members wanted to know what these experts had learned in standing up an
information sharing system. Each expert was also asked what they would do differently if they
were starting today; things they would do more of as well as less of.

The information sharing system that became the model for the process sharing recommendations
for the VIS was the FAA’s ASIAS program, so it is useful to describe this program in some
detail. ASIAS is governed by six key principles including:

1. voluntary submission of safety-sensitive data
2. transparency for how data are managed and utilized

“-” is the term of art used for gas pipelines, whereas “accident” is the
comparable term used for hazardous liquid pipelines (refer to 49 CFR 191.3 for gas and 195.50
for hazardous liquid pipelines.)
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analyses approved by an ASIAS Executive Board

data used solely for advancement of safety
operator/OEM/MRO data are de-identified

procedures & policies based on collaborative governance

ook w

While many of these pertain to governance, they do help define information to be shared and
how process sharing might work.

ASIAS manages data from a series of reports filed with the FAA.

1. Auviation Safety Action Program (ASAP) — the objective of the ASAP is to encourage air
carrier and repair station employees to voluntarily report safety information that may be
critical to identifying potential precursors to accidents. Under ASAP, safety issues are not
resolved through punishment or discipline. These are a blend of alpha-numeric, numeric
data and text.

2. Flight Operations Quality Assurance (FOQA) — the objective of a FOQA is to use flight
data to reveal operational situations in which risk is increased to enable early corrective
action before that risk results in an incident or accident. A FOQA program is part of the
operator’s overall operational risk assessment and prevention program (as described in
part 119, section 119.65 and FAA guidance materials), which in turn FOQA are a part of
the operator’s safety management system. Data are collected from the aircraft by using
special acquisition devices such as a Quick Access Recorder or Flight Data Recorder.
These are a blend of alpha-numeric and numeric data.

Figure PS-1 provides a view of the commercial aviation continuous improvement cycle using ASIAS.
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Figure PS-1 — Aviation Continuous Improvement Cycle — Building On ASIAS

Recommendation PS-1: Define and develop a community of practice that fosters the
voluntary sharing and exchange of information related to integrity assessments and risk
management.

The term community of practice was selected to convey the importance of creating an
environment where the stakeholders recognize the importance of information sharing and their
interdependency. Each stakeholder group brings value that will improve the overall effectiveness
of integrity assessments, managing risk and improving pipeline safety performance. We
recommend first building the community of practice with a “coalition of the willing,” that grows
as successes are realized. Stakeholders should include operators, service providers, regulators,
research organizations, organized labor, and public safety representatives. One example to build
upon inside the pipeline industry is the Pacific Gas and Electric (PG&E) Correct Action Program
(see Appendix VII).

Recommendation PS-2- Define the types and what information are to be shared to enhance
integrity management including integrity assessments and risk management.

More detail will be defined based on recommendations made by the Best Practices and
Technology and Research and Development Subcommittees.
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Subcommittee discussions and work defined a set of requirements for process sharing. These
include

e centralized security - access control to align with governance

e continuous validation and verification - to address data quality issues, inconsistent data
feeds and new algorithms with limited verification

e data management - with computing environment (in situ/in cloud)

e data analytics software and tool integration - practices that can handle the volume,
velocity and diversity of data

In discussions with FAA personnel responsible for managing ASIAS, it became apparent that
having a better understanding of how the learnings from ASIAS were used. CAST can request a
study to be made using ASIAS to address concerns raised by pilots and mechanics. The ASIAS
Executive Board can also make such requests. The request is typically made as a “defined use
case.” The Issues Analysis Team reviews the use case and works with the Third-Party Contractor
who manages the ASIAS data to define a work scope. When the analysis is completed and
reviewed by the Issues Analysis Team, the ASIAS Executive Board reviews findings and
recommendations made by the Issues Analysis Team and shares them with CAST. CAST then
typically develops documents to share the learnings referred to as “InfoShares.” These are
presented in meetings of operators, CAST and ASIAS staffs throughout the year.

An example InfoShares is provided in Appendix VII.

Common Data Exchange Protocol
Recommendation PS-3: Develop a plan (design) for an information sharing center,
hereafter referred to as a voluntary information sharing hub.

The VIS will share information defined in PS-2 among members of the community of practice
defined in PS-1 under Governance defined by the Mission, Values and Governance
Subcommittee.

Subcommittee members developed an example Use Case to help readers understand how the use
case concept could be applied to energy pipelines. The Use Case is shown below.

Use Case - Benefits of VIS to Nondestructive Evaluation (NDE)

ID: New Concept — VIS and NDE

Title: The potential to improve and expand the use of Nondestructive Evaluation
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methodology for pipeline anomaly detection.

Description: Voluntary Information Sharing among pipeline operators and NDE vendors would
expand the knowledge of the advantages and disadvantages of various
technologies, improve the technology by linking verification data to NDE results,
and enable collaborative analysis by a broad-based community of experts to
provide superior risk reduction.

Primary Actor: The VIS environment would support data exchange between one or more pipeline
operators and one or more vendors.

Preconditions: External corrosion is a threat often not detected through mandated in-line
inspection tools. It is identified using NDE direct assessment tools, and confirmed
through the fusion of several different types of data and logic. It is often present
where pipelines have experienced a loss of cathodic protection (coating holidays),
electronic interference with cathodic protection or when a pipeline has been injured
by external excavation activity. External corrosion must be assessed through direct
assessment methods but often can only be confirmed through excavating pipeline
(digging). Significant uncertainty exists as to whether the detected anomaly is, in
fact, a potentially unsafe condition. Digging based upon this uncertain information
is undesirable to the operator because there is only a small amount of information
to use as the basis for the decision. This is a costly measure action and can also
result in damage to the pipeline.

Postconditions: By engaging in a VIS, the operator and the vendor would be able to evaluate how
the results of NDE assessments align with the results of similar assessments for
other operators and vendors. Decisions to excavate pipeline based upon the
analysis of the collected data would be made using a broader base of knowledge
and guidance that is developed using the excavation experience of multiple
operator/vendor evaluations. Uncertainty about whether to dig based upon the
results of the anomaly detection method is reduced significantly because of the use
of data from multiple cases, vendors and operators. Only significant and
potentially unsafe anomalies are chosen for excavation. The result of the
excavations and safety outcome are shared among the VIS community and thus
improves the understanding of similar future cases.

Main Currently NDE is the standard for validating the performance of other integrity
Success Scenario: assessment tools. VIS provides an information base to the whole industry for
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verification and validation and tool and service evaluation. Using VIS to establish
some industry-wide standards for performance for tools, detection capability,
actionable results and expected outcomes, NDE can help industry to understand
missed calls, signatures of potentially actionable issues and reduce erroneous pipe
excavation and unnecessary pipeline replacement.
alarms, missed calls and undetected leaks.

Blended data reduce false

Priority:

This is a high-priority use case because of the frequency with which NDE is used
by the industry and the frequency of unnecessary pipe excavation and replacement.
Data sharing via VIS for NDE evaluation would be a very frequently used process.

After analyzing and evaluating the FAA model, the following table was identified to compare the

current state of information sharing in the larger context of managing within a safety
management system with that of energy pipelines.

Table PS-1 — Comparison of Safety Continuous Improvement — Current State

Auviation Safety

Energy Pipelines

Safety Management System

FAA Safety Management
System

API RP 1173 — Pipeline Safety
Management Systems

Information Sharing (Input)

Operators — voluntary, broad
adoption

Operators — ad-hoc and limited

Information Analyses

ASIAS — comprehensive,
systematic and integrated across
carriers and MROs

A mix if ad-hoc and more
systematically applied within
Trade and Research
Associations; largely not across
them

Lessons Learned & Mitigation

CAST develops InfoShares -
comprehensive, systematic and
integrated across carriers and
MROs

Within Trade and Research
Associations; largely not across
them

Future Design & Research

NextGen — in development and
maturing

Within Trade and Research
Associations; largely not across
them
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Recommendation PS-4: Adopt API RP 1163 as a starting framework for information
sharing between operators and ILI service providers within the VIS HUB and foster its
broader use.

Operators should formalize their use of APl RP 1163 with each of their service

providers ensuring that learnings can be recognized, documented and shared.
API RP 1163 provides a framework for operators and ILI service providers to work
together to ensure that assessment results are valid and improvements in the use of ILI
are identified. The Process Sharing Subcommittee found in discussions with operators
and ILI service providers that RP 1163 is being used but there are opportunities to
formalize and institutional its use within organizations and use it more broadly among
organizations. The desired future state is one that reflects the integration among
stakeholders creating the environment that fosters information sharing. The process can
be improved, evolved and matured over time to present the learnings in a manner that
data is searchable and can be analyzed using technology identified by the Technology
and Research and Development Subcommittee.

An operator’s use of API RP 1163 should be evaluated and audited periodically in
conformance with their implementation of requirements of APl RP 1173, Section 10,
Safety Assurance. Integrate the lessons learned process established herein into the
management review process

After spending time understanding the history of successes in the FAA, FRA, COS, CGA and
others it became apparent that there was an opportunity to draw upon established voluntary
information sharing in the energy pipeline industry, and specifically using API RP 1163, In-Line
Inspection System Qualification Standard.

The standard provides the pipeline industry with a consistent means of assessing, using, and
verifying in-line inspection equipment and the results of inspections. The standard covers
equipment as it relates to data quality, consistency, accuracy, and reporting. The objective is to
assure at minimum the following:

Inspection companies make clear, uniform, and verifiable statements describing tool
performance;

Pipeline companies select inspection equipment suitable for the conditions under which
the inspection will be conducted, including but not limited to the pipeline material
characteristics, pipeline operating conditions and the types of indications or anomalies to
be detected;

The inspection equipment operates properly under the conditions specified and inspection
procedures are followed before, during and after the inspection;

Anomalies are described in inspection reports using a common predetermined vocabulary
set as described in this standard.

Tool performance and physical characteristics are reported in a common format;
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e The reported data provide the accuracy and quality anticipated in a consistent format
using a common set of terms defined in this standard.

The current state of information sharing in bilateral or simply, two-way between the operator and
ILI service provider. While the use of API RP 1163 is widespread it is not applied by all
operators in all uses of ILI. The current state is depicted in Figure PS-

Current State — Data Sharing Under API RP 1163
Construct

Operator

ILI
Service
Provider

Figure PS-X — Current State of Information Sharing Under API RP 1163

The standard is an umbrella document that provides performance-based requirements for ILI
systems, including procedures, personnel, equipment, and associated software. It serves as an
umbrella document to be used with and complement companion standards.

NACE SP0102, In-line Inspection of Pipelines and
ASNT ILI-PQ, In-line Inspection Personnel Qualification and Certification

There was and continues to be broad involvement in the standard. It is currently undergoing
revision under the API ANSI standards development process. It was developed enabling service
providers and pipeline operators to provide rigorous processes that will consistently qualify the
equipment, people, processes, and software utilized in the in-line inspection industry.
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The use of an in-line inspection system to manage the integrity of pipelines requires close
cooperation and interaction between the provider of the inspection service (service provider)
and the beneficiary of the service (operator). The standard provides requirements that will enable
service providers and operators to clearly define the areas of cooperation required and thus
ensure the satisfactory outcome of the inspection process. The standard covers the use of in-
line inspection (ILI) systems for onshore and offshore gas and hazardous liquid pipelines. A
process view is provided in Figure PS-X. This includes, but is not limited to: tethered, self-
propelled, or free flowing systems. The standard is applicable for detecting: metal loss, cracks,
mechanical damage, pipeline geometries, and pipeline location or mapping.

The standard applies to both existing and developing technologies. It is not technology specific.
It accommodates present and future technologies used for in-line inspection systems.

The standard is performance based and provides requirements for qualification processes. One
objective of this standard is to foster continual improvement in the quality and accuracy of in-
line inspections

Example ILI Process

( * Based on threat(s) of

interest
* Vendor capabilities and
limitations

* Technology capabilities
and limitations

¢ Review the need to
leverage the data
 Review suitability of data
for data analysis
improvements

Vendor and
Technology

ILI Vendor -
Continual

Improvement Selection

In-field Data Complete ILI

Collection / and develop

Feedback to Anomaly
Vendor Response

e In-ditch anomaly iLI Data Quality Review
evaluation e |LI Report Review

¢ Anomaly data collection e Data Integration

e Tool performance ¢ Anomaly Criteria
evaluation Application
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Figure PS- X - Example Application of APl RP 1163

Recommendation PS-5: Develop a process for pipeline operators to share lessons learned from the
planning, execution and evaluation of integrity assessments.

The process may start with operators providing case studies (use cases) of their findings from use of API
RP 1163 for ILI, or more generally, other assessment technologies in managing risk and pipeline
integrity. The process should produce information on pipe and material properties, coatings, the
environment around the pipe, why the assessment was conducted including which threats were being
addressed and consequential benefits of the work as applicable. Required information is defined in
recommendation Xx.x (developed by the Technology and Research and Development Subcommittee).

The opportunity in standing up a formalized VIS is to build on the strength of the bilateral sharing under
API RP 1163 and evolve to including the NDE service provider, and concomitantly or subsequently add
in other integrity assessment processes.

Evolve to Improve and Integrate

Operator

ILI NDE
Service Service
Provider Provider

Figure PS- X — Depiction of How Information Sharing Might Evolve

The objective is to develop an integrated operator/IM assessor/NDE sharing process building on the
requirements of APl RP 1163 and integrate into a common validation process to build database with great

Draft- Predecisional 32 | Page



depth. The sharing of discrete data will enable assessment providers to accelerate learning and
advancement of technology and process development.

Recommendation PS-6 - Define the processes to be used in a VIS Hub to facilitate the sharing of
discrete data from integrity assessments using information management and sharing technology
defined in recommendation x.x (developed by the Technology and Research and Development
Subcommittee).
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PPDB

INGAA
Labor SGA Round
APGA 4 Lessons
Unions Tables
Learned

API PIX

PHMSA
Investigations PRCI TDC
and

Enforcement PRCI ILI

Assessment

PHMSA Validation
Research and Projects
Development

GTI IM
Assessment
NTSB Validation
Investigations Projects

Common
M Non- Ground
Alliance

Assessment J/ElNY Pipeline /BNy Destructive
Service Operators Evaluation Standards
Providers Firms

Developing
API RP 1163 Validation/ Sharing Organizations
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Recommendation PS-7: Consider the evaluation of existing information sharing systems already in
use for energy pipelines and select ones to adopt within the VIS Hub to accelerate development and
maturity.

For example, consider the system developed by PRCI as the foundation for information sharing of ILI
information among operators and service providers.

PRCI Pipeline Data Hub |

Description of Intent

Primary Basis
Modern data science is important to all fields of industrial technology and process development.

There is a vast, untapped information pool within the pipeline industry awaiting broad industry
co-ordination to extract and use it. Being at the forefront of our industry, it is both a need and an
opportunity for PRCI to establish a deeper competency regarding the important topic of data
mining and analytics and to be a coordinator of data sharing. The data science path for PRCI will
aim on being a center for pooled information in support of the R&D mandate but, the role may
evolve in time into broader responsibilities. The center for pooled data will be initially expressed
as the “PRCI Pipeline Data Hub.”

Value Characteristics

e Certain R&D technical challenges are most effectively and/or efficiently resolved as data

centered exercises. The 10T, cloud, etc. have dramatically changed the technology

development landscape.

The global reach of PRCI opens the largest possible industry network of data contributors

As an organization that impartially serves all stakeholders, PRCI is a trusted resource

The data role played by PRCI will drive a deeper industry collaboration norm

Demonstrates that PRCI is culturally aligned with the need to be at the forefront of science &

technology

e By leading in this area, creates performance-driven industry behavior rather than a gap to be
filled through prescriptive measure

L]

General Structure

e PRCI is a ready-made structure that currently warehouses a great deal of data, conducts
scientific analytics, and disseminates results and drives knowledge transfer. The aim of the
data hub is to expand this capability.

e The mandate is rooted in improving the engineering and operations of pipelines (materials
engineering, inspections & diagnostics, equipment/facility design and operation, other (i.e.
human factors) within the existing PRCI framework of consensus, collaborative R&D.

e The basic approach is to develop data sets to be used for analytics and reporting.

1. Serve as a center for real time data gathering of active pipeline operations (i.e. right-of-
way surveillance, geohazard map data, repair data, welding, emission data, leak data,
pipeline locating, NDE data).

Drive PRCI R&D projects that leverage data mining and data collaboration

3. Rearrange data gathered as a byproduct of historical, current, and future PRCI projects to

(N
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open improved access to this historical data
e There are many possible data-centered projects. In all cases, the PRCI role will be envisioned
within the current context of PRCI’s relationship to the industry fabric.
e While a formal industry-wide framework for information sharing does not presently exist (in
comparison to the aviation industry model. PRCI will focus on data sharing.

PRCI

Fabric of Info Sharing

.-= IndustryFramework --------------------------------- -

AP|, @
INGAA,
CEPA
Industry
Performance

Reviews NTSB

Incident

Investigations
a2

e A core, ready-made structure exists within PRCI (mandate, funding, project planning &
management, administration, etc.), and the next step will be to conduct enhancements in at
least the following organizational areas:

1. People resource for data engineering

2. Electronic ecosystem for data management

3. A charter that defines (a) scope, (b) legal and liability, (c) property ownership, (d) roles
of all parties, (e) governance, (f) confidentiality, (g) bylaws for sharing, h), etc.

e Funding for the data hub would be through the following:

1. Existing member fee structure (ballot, flex fund, research bank, supplemental,
Consortium)

2. Special member fee

3. Future new services provided to non-members are also contemplated, thereby opening a
new funding stream.

4. Potential government funding if we enable government participation and access to the
data

e PRCI will continue to explore the potential for a direct interface model where sanctioned
users, need to further define who and how, would be able to access information directly and
utilize on-line analytics tools for individual usage outside of the ongoing PRCI project
managed activities.
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e PRCI relies on other industry organizations to utilize PRCI results for the development of
industry standards. This general approach will not change

Execution Plan

There are various examples of successful and sizeable data pooling initiatives, including that
which is found in the aviation industry. The approach for the PRCI pipeline data hub will be to
begin simply and grow as the need or capability evolves. The early scope will aim for modest
milestones and an expectation that it will take roughly three years to demonstrate a “mature”
process. Here are the drafted initial activities, as follows:

1. The PRCI NDE-4E “ILI Crack Tool Reliability and Performance Evaluation” has been
utilized as an important test case for the establishment of a data hub.

a) Firstly, the work under this project entails the world’s largest data pooling of crack ILI
versus field NDE information; a matter of vital technical importance.

b) Secondly, the project has successfully employed measures to mine pipeline Operator in-
house data.

c) Thirdly, a data base structure has been successfully employed and analytic results are
broadly available.

d) This project continues with annual data mining and analytics and is a stepping stone for
the data hub. The project results are the most comprehensive representation of crack ILI
state-of-art.

2. To establish a single location to gather and organize all data developed within PRCI and
contributed by members and nonmembers to be used for current and future PRCI and
industry research.

3. ltis proposed to launch version V1 of the Data Hub soon, utilizing the results of the NDE-4E
to begin, and upon preparation of the Charter. The intent is to begin the journey and build the
basics (i.e. organizational behavior, communications, sharing norms, data science experience,
stakeholder relationships).

4. Continue to participate and aim to align, within the PRCI mandate, with the PHMSA VIS
initiative.

Recommendation PS-8: Develop a process for integrity assessment service providers to share
lessons learned from the planning, execution and evaluation of integrity assessments; including in-
line inspection, direct assessment, pressure testing and applications of other technology.

The process may start with integrity assessment service providers providing case studies of their findings.
The process can be improved, evolved and matured over time to present the learnings in a manner that
data is searchable and can be analyzed using technology identified by the Technology and Research and
Development Subcommittee. The process should produce information on pipe and material properties,
coatings, the environment around the pipe, why the assessment was conducted including which threats
were being addressed and consequential benefits of the work as applicable. Required information is
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defined in recommendation x.x (developed by the Technology and Research and Development
Subcommittee).

Recommendation PS-9: Develop a process for non-destructive evaluation (NDE) service providers
to share lessons learned from the planning, execution and evaluation of integrity assessment
excavations.

The process should produce information on pipe and material properties, why the assessment was
conducted including which threats were being addressed, the NDE methods used including reference to
specific published methods and consequential benefits of the work as applicable. Required information is
defined in recommendation x.x (developed by the Technology and Research and Development
Subcommittee).

The process can be improved, evolved and matured over time to present the learnings in a manner that
data is searchable and can be analyzed using technology identified by the Technology and Research and
Development Subcommittee.

Recommendation PS-10: Define a process for disseminating lessons learned:

For operators and identify the operator organizations to receive the Lessons Learned,
including AGA, AOPL, APGA, API, INGAA, as well as PRCI, GTIl, NYSEARCH.

For government stakeholders and agencies to receive the Lessons Learned, including PHMSA,
state and local pipeline safety regulatory authorities. Define why and how the information
shared with these organizations is different that the organizations in recommendation X.x.
Examples include ...

For public stakeholder organizations to receive the Lessons Learned, including organized
labor and public interest groups such as the Pipeline Safety Trust and the Pipeline Safety
Coalition, as well as interested Federal, state, local, and tribal officials. Define why and how
the information shared with these organizations is different that the organizations in
recommendation x.x. Examples include ...

Recommendation PS-11: Consider development and periodic update of an Integrity Assessment
[Management] Compendium to share the state of the art with regard to integrity assessment
technology, risk assessment, including data integration, and NDE technology.

Best Practices
The Best Practices Sub-Committee (BPSC) task statement was developed to guide the
development of a pipeline safety VIS as follows:

Evaluate existing processes (including other industry VIS models and practices) and make
recommendations on best practices that will promote the sharing of data and information.
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Evaluations and resulting recommendations are intended to accomplish:
» Active participation of all stakeholders; compelled by the value proposition
* Integrity management process and technology improvements

Identification of current industry VIS processes and systems (PRCI, API, INGAA,
SGA, Service Providers) and assessment of active participation by stakeholders
Identification of current gaps in data, technology and/or analytics that need to be
closed
Sharing occurs between technology providers and operators
Sharing of enhanced processes and practices i.e. solutions to known problems
including experience with new data/information technology
Training and education of lessons learned with respect to execution of the various
integrity management processes

* Improved analytics

» Near misses

*  Post incident related RCFA’s and subsequent companylregulator learning

Systemic or acute process improvements
Cultural improvements
Technology/Technology deployment improvements

» Communication to and with stakeholders including regulators, public advocacy, public

Voluntary Information Sharing Concepts/Considerations

The VIS system should allow for anonymous or open as well as deliberate (peer to peer) sharing
of data, information or knowledge as the case or context may dictate. The VIS Committee was
established to specifically consider the sharing of In-line Inspection data and that context is
sufficiently addressed in this report along with the other Sub-committees.

In the case of a peer to peer sharing process there are many examples and practices in place
today within the pipeline industry. However, this existing process could be further enhanced by
encouraging or ensuring that the process results in an actionable or definitive result and/or a
collaborative process improvement ensues. An improved process for this kind of sharing might
be characterized by the following:

e High Value — the opportunity results in an increase in knowledge, process
improvement or best practice at a company or entity level. To this end the
sharing should target the right side of the value chain (data - information -
knowledge -> understanding - wisdom). This type of sharing involves
experiential or knowledge transfer and/or collaboration on common problems
or issues to reach a desirable end state sooner or more efficiently than an
individual company might otherwise accomplish on their own.
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e Deliberate - The sharing process is via active engagement between one or
more parties and is a pitch/catch relationship; at a minimum at least one party
is learning/gaining knowledge or wisdom from another or they are engaged in
process improvement.

e Actionable — The result of the engagement generates action by one or more
parties and processes or practices change within that entity (industry or
service providers).

o Measurable — The sharing process as well as the results of the
improvements/actions are measurable up to and including measurable safety
improvement.

The result of the VIS engagement in this manner generates action by one or more parties and
processes or practices change within that entity (industry or service providers). Comment:
Consider ways to make it measurable; may not be measurable, or at least all aspects of the
process. See next section for examples of how the outcomes could be measured.

The following attempts to describe high level the outcomes or targeted improvements. The data
and/or information required to facilitate the improvement opportunity is different (quantitative
versus qualitative) depending on the context and the outcomes or elements of the outcome. For
each of the contexts below the data/information required can be defined including how is it
gathered, processed and analyzed from a process and technology perspective.

1. Improve (industry consistent/best in class) application and deployment of existing
technology whether it be ILI tools, DA, hydrotesting, etc. Operators deploy a
comprehensive, systematic and integrated process relative to integrity assessments:

a. ldentify the right technology(ies) for the threat (can be NDE and assessment
technologies)
Specify data and analytics appropriate for the threat(s)

c. Service provider sensor technology, delivery to the pipe, data analysis and
reporting

d. Operator data integration and direct assessment decision making process

. In-the-ditch measurement accuracy, precision and competency

f. Integration and feedback of field data to assessment service providers and

Operator knowledge base (PDCA) (refer to new RP 1178 on data integration)
2. Improve existing technology capabilities via Operator/Industry gap analysis

a. How to improve existing tool and process technology for unique circumstances
such as a certain morphology or interacting threats

3. Drive development of new and/or improved technology(ies) (sensors, analytical
techniques) via Operator/Industry gap analysis

4. Ildentify unique (low probability, high consequence) integrity threats and approaches to
assess susceptibility and threats (Operator transparency relative to emerging/found threats
— “I was not expecting to find this but we did, you might consider that™)
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The following table offers high level examples for illustration purposes:

Context

Bolster
deployment of
best practices and
technology

Perfect the
deployment of
existing
technology and
analytical
techniques

Improve state of
the art of ILI
technology or in-
the-the-ditch
assessment tools

Identity and
transparency of
false negatives,
low probability
high consequence
threats

Draft- Predecisional

Data/lInformation

As-found defect
data, ILI as-called
data, relevant
physical,
environmental and
operational data

As-found defect
data, ILI as-called
data, relevant
environmental and
operational data,
lessons learned

Physical samples
and data for unique
or rare
defects/interaction

Lessons learned,
Case Studies, RCA
Recommendations

Participants

Operators,
Service
Providers

Operators,
Service
Providers

Operators,
Regulators,
Service
Providers

Operators,
Regulators,
Service
Providers

Value of

QOutcome

Assure
consistent
performance
from best
available
technology
and processes

Improve
performance
from best
available
technology
and processes

New or
significant
improvement
in technology
including
sensors and
analytics

Realization
and mitigation
of unique
threats

Measures

Improved
characterization
and response,
lower incident
rates

Improved
characterization
and response,
lower incident
rates

Success rate for
identification,
characterization
and mitigation of
problematic
threats, lower
incident rates
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Stakeholder Industry integrity Operators, Industry TBD

Communications  assurance Regulators, credibility and
capability, process  Public and stakeholder
and performance Advocacy confidence
metrics, VIS groups
outcomes

Future refinement and/or maturity of the energy pipeline VIS could lead to increased value
beyond the previously mentioned contexts:

» Offer enhancement of PHMSA data used for analysis, evaluation, inspection
prioritization and NPMS. Position PHMSA in sharing of lessons learned of accident/
incidents and operator responses; could also improve consistency in enforcement. Issues
with consistency is expanded even more amongst/across States.

» Create an opportunity for industry to increase cooperation and share engineering
standards, specifications, procedures, including welding procedures, coating procedures,
line pipe specifications, among others. (could be its own recommendation)

PRCI/Industry Collaboration based operating procedures and integrity management practices —
common approaches and practices for like assets/situations. (could be together with second bullet
above)

Integrity Management Process and Technology Improvements

Post-Incident Related RCFA's and Learnings

Recommendation BP-1: A Voluntary Information Sharing system for the energy pipeline
industry should not be limited specifically to pipeline in-line inspection data. Considerable
value and safety improvement is possible if the sharing is expanded to include all of the
elements of an integrity management process including data, information and knowledge
relative to the process steps as well as lessons learned from incidents or process
improvements, technology deployment practices and solutions to common problems.

Pipeline integrity management as required by pipeline safety regulations and referenced within
industry standards has been developed to be a comprehensive, systematic and integrated process.
An effective pipeline integrity management program involves a very rigorous process that is
applied to each pipeline system. See simplified pipeline integrity management process flow
diagram below (ASME B31.8S Supplement to B31.8 on Managing System Integrity of Gas Pipelines — Fig 2-2).

The process of managing safety and integrity involves trained and qualified personnel,
deployment of technology and analytical tools, management systems and defined processes. A
VIS that would be focused on a single element or process step (ILI data and in-ditch data) is
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potentially limiting the value to be realized. While the threat assessment process step is a crucial
one, many other aspects of integrity management lead one to selecting the right technology for
the threats at hand and utilizing the data and information gained from that assessment to make
decisions about repair, prevention and mitigation. Therefore, the recommendation is to expand
the VIS to include the entire realm of the integrity management process and in this broader
context the types of data and information to be shared likewise expands to include but not be
limited to:

Data and Information Relative to IMP:

Pipeline threat susceptibility data and information

Threat assessment technology applicable to specific or interacting threats
Threat assessment data - ILI Data

In-the-ditch defect characterization and measurement data

Specific threat or interacting threat characterization and examples/samples
DA, locate information, leak and survey information

Prevention and mitigative measures

Repair methods

Information Relative to Process Improvement

Operator Integrity Management and Operational Lessons Learned
Enhancing the utilization of existing technology

Sharing of enhanced processes and practices i.e. solutions to known problems
including experience with new data/information technology to improve detection
and characterization

R&D Projects to address gaps
Identification of current gaps in technology and/or analytics that need to be closed
O Sharing occurs between technology providers and operators

Training and education of lessons learned with respect to execution of the various
integrity management and O&M processes

O Individual contributor (SME) observations, near miss, safety moment
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O Improved analytics
O Near misses
O Unexpected outcomes/observations

® Near Miss Data and Information Operator Actions to Prevent Reoccurrence

Operator and Service Provider Best Practices/Procedures

Post incident related RCFA’s and subsequent company/regulator learning
O Systemic or acute process improvements
O Cultural improvements
O Technology/Technology deployment improvements
® Operator and Engineering Service Provider Engineering Standards
°
Performance Metrics/Leading Indicators on VIS
® Number of active participants in the sharing process
@ Quantitative statistics relative to data and information available
® How do you demonstrate improvement?
® Show impact in terms of pipeline safety improvement
® \